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Note Well
This is a reminder of IETF policies in effect on various topics such as patents or code of conduct. It is only meant to point you 

in the right direction. Exceptions may apply. The IETF's patent policy and the definition of an IETF "contribution" and 
"participation" are set forth in BCP 79; please read it carefully.

As a reminder:
• By participating in the IETF, you agree to follow IETF processes and policies.
• If you are aware that any IETF contribution is covered by patents or patent applications that are owned or controlled by you 

or your sponsor, you must disclose that fact, or not participate in the discussion.
• As a participant in or attendee to any IETF activity you acknowledge that written, audio, video, and photographic records of 

meetings may be made public.
• Personal information that you provide to IETF will be handled in accordance with the IETF Privacy Statement.
• As a participant or attendee, you agree to work respectfully with other participants; please contact the ombudsteam (

https://www.ietf.org/contact/ombudsteam/) if you have questions or concerns about this.

Definitive information is in the documents listed below and other IETF BCPs. For advice, please talk to WG chairs or ADs:

BCP 9 (Internet Standards Process)

BCP 25 (Working Group processes)

BCP 25 (Anti-Harassment Procedures) 

BCP 54 (Code of Conduct)

BCP 78 (Copyright)

BCP 79 (Patents, Participation)                                                                                  

https://www.ietf.org/privacy-policy/ (Privacy Policy)

http://ietf.org/contact/ombudsteam/
https://www.rfc-editor.org/info/bcp9
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp54
https://www.rfc-editor.org/info/bcp78
https://www.rfc-editor.org/info/bcp79
http://ietf.org/privacy-policy/
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Reminder:

Minutes are taken *
This meeting might be recorded ** 

Presence is logged ***

*    Scribe; please contribute online to the minutes at: https://etherpad.tools.ietf.org/p/lpwan 
**   Recordings and Minutes are public and may be subject to discovery in the event of litigation. 
***  From the Webex login
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https://etherpad.tools.ietf.org/p/lpwan
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Agenda bashing
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[16:05] Administrivia                                        [ 5min]
    o    Note-Well, Scribes, Agenda Bashing
    o    Status of drafts

[16:10] LoRaWAN IID (Olivier)                                [ 5min]
[16:15] Update on OpenSCHC                                   [10min]
[16:25] Plans for interop testing at IETF107 hackathon       [ 5min]
[16:30] OAM draft update                                     [10min]
[16:40] RFC-to-be 8724 update: work in progress (AUTH48)     [10min]
[16:50] SCHC Tutorial at IETF107                             [ 5min]
[16:55] AOB                                                  [ 5min]
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WG progress
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Document advancement
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IETF 107 Meeting Req
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IETF 107 Dates
• 2019-12-16 (Monday): Working Group and BOF scheduling begins. To request a Working Group session, use the 

IETF Meeting Session Request Tool. If you are working on a BoF request, it is highly recommended to tell the IESG now by sending an 
email to iesg@ietf.org to get advance help with the request. 

• 2019-12-16 (Week of): IETF Online Registration Opens. Register here. 
• 2020-02-03 (Monday): Early Bird registration and payment cut-off at UTC 23:59. Register here. 
• 2020-02-07 (Friday): Cut-off date for BOF proposal requests to Area Directors at UTC 23:59. To request a BOF, please see instructions on 

Requesting a BOF. 
• 2020-02-07 (Friday): Cut-off date for requests to schedule Working Group Meetings at UTC 23:59. To request a Working Group session, 

use the IETF Meeting Session Request Tool. 
• 2020-02-14 (Friday): Cut-off date for Area Directors to approve BOFs at UTC 23:59. 
• 2020-02-21 (Friday): Preliminary Agenda published for comment. 
• 2020-02-26 (Wednesday): Cut-off date for requests to reschedule Working Group or BOF meetings UTC 23:59. 
• 2020-02-28 (Friday): Final agenda to be published. 
• 2020-03-09 (Monday): Internet Draft submission cut-off (for all drafts, including -00) by UTC 23:59. Upload using the ID Submission Tool. 
• 2020-03-09 (Monday): Standard rate registration and payment cut-off at UTC 23:59.. 
• 2020-03-11 (Wednesday): Draft Working Group agendas due by UTC 23:59. Upload using the Meeting Materials Management Tool. 
• 2020-03-16 (Monday): Registration cancellation cut-off at UTC 23:59. 
• 2020-03-16 (Monday): Revised Working Group agendas due by UTC 23:59. Upload using the Meeting Materials Management Tool. 
• 2020-04-17 (Friday): Proceedings submission cutoff date by UTC 23:59. Upload using the Meeting Materials Management Tool. 
• 2020-05-11 (Monday): Proceedings submission corrections cutoff date by UTC 23:59. 
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https://datatracker.ietf.org/secr/sreq/
mailto:iesg@ietf.org
https://www.ietf.org/how/meetings/register/
https://www.ietf.org/how/meetings/register/
https://www.ietf.org/how/bofs/bof-procedures/
https://datatracker.ietf.org/secr/sreq/
https://datatracker.ietf.org/submit/
https://datatracker.ietf.org/meeting/107/materials
https://datatracker.ietf.org/meeting/107/materials
https://datatracker.ietf.org/meeting/107/materials
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draft-ietf-lpwan-schc-over-lorawan
IID Computation

Editors:
Ivaylo Petrov (ivaylo@ackl.io)

Olivier Gimenez (ogimenez@semtech.com)

Interim meeting, Feb 05th,  2020
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New IID proposition

• Device only know a 
« local » IP

• SCHC gateway can 
solve conflicts

• No need of out of 
band sharing of data

• « Outside » adress 
can respect 
RFC7217
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Other IID Proposition

1. key = LoRaWAN AppSKey
2. cmac = aes128_cmac(key, devEui)
3. IID = cmac[0..7]

LoRa Alliance should accept to reuse AppSKey, 
then indroduce another key for this purpose later
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openSCHC status
Cedric Adjih, 

Dominique Barthel, 
Olivier Gimenez, 
Laurent Toutain
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openSCHC status
 

● Implementation written for Python 3.4+ 
(compatible with MicroPython)

● Implements:
○ Gateway and device
○ Fragmentation: NoACK, Ack-On-Error, Ack-

always
○ Compression, rules described in JSON format

● Current communication on UDP
● Automated test for fragmentation thanks to 

Travis-ci
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New master version
● Merge of Ack on Error used by IMT for 

papers
● Include in Rule Manager

○ compression rule direction
○ no compression rule

● Work on connectors:
○ IP connector: 2 openSCHC process 

exchanging UDP packets containing SCHC 
packets

○ simulator: On single process with threads.
● To Be Done:

○ test Ack On Error 
○ test on compression fails due to the lack of 

checksum and length computation
○ update the doc to reflect these changes

● Steering Meeting every two weeks:
○ see https://etherpad.tools.ietf.org/p/openschc
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Interop Vancouver
Announcement on the Mailing List

● We plan to provide a set of Rules (in the openSCHC format), that you can convert into your local representation.
● We plan to provide test packets as text file containing JSON hex string.
● A first test will be that some packets are compressed and compared to the known SCHC Packet output. Some SCHC Packets are 

decompressed and compared to the known packet output. Each implementation can perform this test independently of the others. 
● A second test is to interconnect two implementations in real time, and to compare the decompressed output with the original packet 

(before compression). This allows for some degree of random testing,
● We propose that the direct communication between two implementations uses UDP sockets.
● If time permits, the No-ACK mode of fragmentation can be tested the same way as compression: first with test vectors, second with direct 

unidirectional communication between two implementations.
● Note : the other modes of fragmentation require bidirectional communication and the notion of time, which is more involved. This is  

beyond the scope of this first event.
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Participation
● Acklio (local)
● libSCHC (remote)
● openSCHC (local)
● Chile’s implementation (local ?)
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draft-barthel-oam-schc-00
status

Authors:
Dominique Barthel <dominique.barthel@orange.com>

Laurent Toutain <laurent.toutain@imt-atlantique.fr>
Arun Kandasamy <arun@acklio.io>

Diego Dujovne <diego.dujovne@mail.udp.cl>
Juan Carlos Zuniga <juancarlos.zuniga@sigfox.com>
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Work resuming!
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• Editorial changes to be done
– Issues GitHub issues for ticketing
– Shuffle sections around (ping, error messages)
– Use with xml v3 (RFC7991) and SVG drawings?
– Add drawing for each of the 4 use cases

• Technical
– Use SCHC packet matching and Rule in context to trigger proxy action
– Write example Rule in draft
– Ping Identifier, Seq Number: explain uses and processing
– Proxy aggregation of Echo Replies to save on the downlink? Discuss on WG mailing list.
– Detecting Traceroute?
– SCHC core a routing proxy ? Decrease TTL?
– Need new architecture diagram. Present to WG.
– Security considerations

https://tools.ietf.org/pdf/rfc7991.pdf
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Conclusions, next steps
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• Work among co-authors
• Revive discussion on WG mailing list
• Publish by cut-off date for IETF107 (March 9)
• Engage WG at IETF107 meeting
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SCHC tutorial at IETF meetings?

Authors:
Dominique Barthel <dominique.barthel@orange.com>

Laurent Toutain <laurent.toutain@imt-atlantique.fr>
Who else wants to join?
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Need to publicize SCHC
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• Part of a broad initiative to draw attention on SCHC
– Publish RFCs
– Publish scientific papers
– Teach SCHC in academia
– Provide Open Source implementation
– Communicate to other SDOs, industry fora
– Publicize SCHC within IETF itself!

• Virtuous circle
– Implementations + performance studies  better standard
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Tutorial on SCHC
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• Table of Content
– LPWAN technologies (RFC8376)
– Prior art: 6LoWPAN, RoHC
– The fundamental principles of SCHC
– Related drafts: upperlayer-over-SCHC, SCHC-over-foo
– Details on SCHC compression
– Overview on the three fragmentation modes
– Details on Ack-on-Error fragmentation mode
– Known implementations
– Market traction, known uses of the technology

https://tools.ietf.org/html/rfc8376
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Tutorial at IETF meetings
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• What is the process to submit a tutorial?
• Who wants to contribute material, actually present?
• Is it still time for IETF107?
• Volunteers?
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draft-ietf-lpwan-ipv6-static-context-hc
status

Authors:
Laurent Toutain <Laurent.Toutain@imt-atlantique.fr>

Carles Gomez <carlesgo@entel.upc.edu>
Ana Minaburo <ana@acklio.io>

Dominique Barthel <dominique.barthel@orange.com>
Juan Carlos Zuniga <juancarlos.zuniga@sigfox.com>
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What has happened since last interim?
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• Entered AUTH48 phase
– Number 8724 assigned to RFC-to-be

• RFC Editor worked on the document
– Converted document to xml v3 (RFC7991)
– General editing work (punctuation, capitalization, spelling …)
– Changes can be seen at https://www.rfc-editor.org/authors/rfc8724-diff.html 
– Raised 15 questions to the co-authors

• Co-authors currently at work
– Checking the changes above
– Responding to the questions (done 10/15)
– Considering last chance for text changes
– Working status visible at https://github.com/lp-wan/ip-compression/pull/23/files 

https://tools.ietf.org/pdf/rfc7991.pdf
https://www.rfc-editor.org/authors/rfc8724-diff.html
https://github.com/lp-wan/ip-compression/pull/23/files
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Question 1: title of RFC
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• Before
– Static Context Header Compression (SCHC) and fragmentation for 

LPWAN, application to UDP/IPv6
• After?

– SCHC: a generic framework for header compression and 
fragmentation for Low-Power Wide Area Networks (LPWANs)
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Question 2: SCHC name
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• Shall we use SCHC as a name, no longer an acronym?
– Can still mention origin as an acronym, in passing.

• Would clear up confusion
– SCHC Compression: why does compression appear twice?
– SCHC Fragmentation: is it compression or fragmentation?
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Conclusions, next steps
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• Complete editing work this week
• RFC publication next week?
• Then celebrate!
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Thank you!

29



Interim, February 5th, 2020 30

AOB ?
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