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Agentic Al (1/2)

* Agentic Al is a class of artificial intelligence that focuses on autonomous systems

that can make decisions and perform tasks with limited or no human intervention. The

independent systems automatically respond to conditions to produce process results.

(source : Wikipedia)
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Agentic Al (2/2)

* Key characteristics of Agentic Al

Autonomy: They can operate on their own once given an objective, determining the best steps and

executing actions independently.

Goal-Oriented Behavior: They are designed to pursue high-level objectives, breaking them down into

sub-tasks and strategically planning to reach the desired outcome.

Adaptability and Learning: They can perceive and analyze their environment, reason through potential

solutions, adjust their plans based on real-time changes or feedback, and learn over time.

Proactivity: Unlike traditional AI which is often reactive (responding only when prompted), agentic Al can

anticipate needs and take the initiative to address potential issues.

Usage of of LLM : They often use Large Language Models (LLMs) as their "brain" for reasoning and

planning.

Interaction with external tools : They coordinate multiple specialized Al agents and external tools to

complete complex, multi-step workflows.



Comparison with GenAl/Al Agents
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Agentic Al in network

* Paradigm shift of network management

- Unlike traditional automation, which relies on pre-programmed rules, agentic Al applies autonomous

decision-making capabilities to swiftly and accurately handle large-scale network activities and customer

requests.

- These agents continuously perform tasks such as network traffic management, fault resolution, and customer

interaction support, executing responses that previously required manual human review or escalation.

* Agentic Al for network management

- Agentic Al utilizes large language models (LLMs) to encompass a broad range of capabilities beyond natural

language processing, including reasoning, problem-solving, interaction with external environments, and

performing actions.

- It possesses the capability for task decomposition, breaking down complex objectives into specific tasks and

subtasks, and this cognitive capacity enables a persistent cognitive cycle (observation, inference, action) that

continuously aligns network operations with high-level business intent.



Limitations of existing Techniques for Agentic Al

* P1:

(1/6)

Problems with the existing IBN system: Rigidity of the Intent Translation Engine (ITE)

Existing IBN systems rely on the Intent Translation Engine (ITE) or the Intent-Based System (IBS) spatial
functionality to bridge the gap between the intent user and the network operational infrastructure. This
translation is typically driven by predefined data models such as YANG models and lacks the necessary

adaptive flexibility when unforeseen conditions arise.

IBN fundamentally shifts operational modes to a dynamic intent-based approach, yet retains the

inherent limitation that control remains under human oversight.

Agentic Al minimises or eliminates human intervention in this cognitive loop through LLM-based

reasoning and planning capabilities, refining the IBN closed loop by integrating continuous reasoning and

conflict resolution capabilities into the cognitive layer.

These capabilities represent what was lacking in the classical IBN definition and form the core technical

objective.



Limitations of existing Techniques for Agentic Al
(2/6)

* P2: ANIMA ASA(Autonomic Service Agent) 's Problem: Cognitive Simplicity

- ANIMA's ASAs are typically designed for specific, localized autonomous functions (e.g., prefix

management, bootstrapping). They rely heavily on predefined policy structures and lack the complex

reasoning, planning, or self-reflection capabilities characteristic of Agentic Al (LLM-based task
decomposition).

- ANIMA's ASA is conceptually a precursor to Agentic Al, but lacks a cognitive core (LLM/inference engine).

- Agentic Al introduces LLM-based planning and tool-use capabilities that require complex, semantic
negotiation (A2A) beyond simple information exchange (GeneRic Autonomic Signaling Protocol; GRASP),

demonstrating the necessity for a dedicated protocol layer that extends beyond the existing ANIMA
framework.



Limitations of existing Techniques for Agentic Al

e P3:

(3/6)

Architectural bottlenecks and the failure of centralization

Existing AI and automation systems have often relied on centralized infrastructure for data aggregation

and heavy computing. However, these centralized models cannot handle the volume, velocity, and

distributed nature of Agentic AI workloads.

Centralized Al systems are constrained by central infrastructure, resulting in high latency due to round-
trip times to the cloud. Such latency is unacceptable for real-time applications such as self-healing and 5G
slicing management. There is also the issue that the central server becomes a bottleneck, limiting

scalability.

The inherent limitations of such centralized models (single point of failure (SPoF), latency) inevitably drive

Agentic Al architectures towards a distributed mesh form.

This leverages local processing at the edge for low latency and fault tolerance, requiring the
standardization of distributed control and communication mechanisms that transcend conventional

centralized SDN/management models.



Limitations of existing Techniques for Agentic Al
(4/6)

* P4: Absence of agent-to-agent (A2A) semantic interoperability

- Agentic systems are often built by different vendors using various frameworks, leading to fragmented and
siloed system operations.

- Complex network management tasks require the decomposition of work and collaboration between
specialized agents. Without standardized agent-to-agent (A2A) protocols, bespoke connectors become

necessary to connect these fragmented systems, slowing down development and integration speeds.

- Standardization must define consistent payloads and interfaces that support real-time interactions

between systems, enabling agents to discover, understand, and collaborate with one another

regardless of their underlying implementations.



Limitations of existing Techniques for Agentic Al

 P5:

(5/6)

Lack of dynamic trust and accountability in autonomous behavior

The introduction of Al agents as autonomous entities performing actions at machine speed presents

significant security and governance challenges.

Traditional identity and access management (IAM) focuses on human users or predefined roles. However,

autonomous agents operate with dynamic intent, require context-aware access, and must maintain

provable accountability for every action they perform.

Without a robust Zero Trust framework specifically designed for non-human autonomous entities, there is

a risk of catastrophic security breaches or manipulation where autonomous systems could outpace

human control capabilities.



Limitations of existing Techniques for Agentic Al
(6/6)

P6: Real-time data validity and resilience issues

- The decision-making of Al agents is determined by the quality of the data they receive. In a network

environment, data quality is of paramount importance.

- Incomplete, delayed, or corrupted data feeds can lead to severe operational or financial losses when

agents take autonomous actions (e.g., traffic rerouting, forced execution of financial transactions).

- Therefore, it must extend beyond the current focus on bandwidth and speed to include quality

verification of the data agents rely upon and resilience of service paths. This is essential to meet the

requirements of continuously operating intelligent agents.



Purpose of Agentic Al for Network Management
(1/4)

* Purpose 1 - Hyper-Autonomous Network Operations & Management

- Beyond minimizing human intervention, it must implement a “Self-Driving” network that

autonomously recognises, diagnoses, infers, and resolves issues even in unpredictable situations.

- Key Features:

* Predictive & Proactive Fault Management: Al agents learn traffic patterns, logs, and performance
metrics in real time to identify potential causes before faults occur. The network autonomously

reroutes traffic or reallocates resources to prevent service interruptions at source.

* Intelligent Root Cause Analysis: In complex, intertwined fault scenarios, multiple agents
collaborate to synthesize distributed data. They deduce the root cause as a “problem of correlations”

rather than a single point of failure and propose solutions.

* Autonomous Configuration & Optimization: Al agents comprehend high-level objectives such as
‘optimize user experience’ and autonomously configure and continuously fine-tune routing protocols,

QoS policies, security rules, and other elements to achieve them.



Purpose of Agentic Al for Network Management
(2/4)

* Purpose 2 - Intelligent & Dynamic Resource Orchestration

- To address unpredictable traffic demands such as 6G, holographic communications, and large-scale 10T,

network resources (computing, storage, bandwidth) are allocated and coordinated in real time and

proactively.

- Key Features:

* Dynamic Network Slicing: Al agents recognize application requirements (latency, bandwidth, etc.) in

real time, instantly creating, scaling, and downsizing customized network slices per user or service.

* Cross-Domain Resource Negotiation: Al agents distributed across networks of different
telecommunications or cloud providers negotiate in real time to dynamically secure optimal

resources, ensuring end-to-end quality for global services.

* Edge Computing Resource Optimization: By predicting edge node load and user mobility, Al agents

dynamically reallocate workloads to optimal edge nodes while ensuring service continuity.



Purpose of Agentic Al for Network Management
(3/4)

* Purpose 3 - Predictive & Adaptive Network Security

- Beyond defending against known attack patterns, Al agents autonomously detect unknown zero-day

attacks or advanced persistent threats (APTs) and reconfigure defence systems in real time.

- Key Features:

* Autonomous Threat Hunting & Response: Security agents continuously detect minute anomalies
across the entire network. Should an anomaly be deemed a threat, they perform immediate

responses -such as isolating infected nodes or blocking attack traffic - without human intervention.

* Dynamic Defense Posture: Al agents dynamically modify firewall policies, access control lists (ACLs),

and traffic filtering rules in real time based on attack type and intensity, thereby minimizing the

attack surface.



Purpose of Agentic Al for Network Management
(4/4)

* Purpose 4 - Enabling Novel Network Service Models

- By transforming the network itself into a single, vast distributed AI platform, it enables new

communication services and business models that were previously impossible.
- Key Features:

* Intent-driven Service Creation: When a user requests in natural language, ‘I want to play a lag-free
VR game with my friends,” an Al agent interprets this and provides a Network-as-a-Service that

instantly allocates the necessary resources (such as network slices and edge servers).

* Semantic Communication: Communication focuses on the “meaning” or “purpose” conveyed by
data rather than the bits themselves, enabling ultra-efficient communication that achieves maximum

effect with minimal data transmission.



Implementation example : Robot Agentic Al over
edge network (1/2)

Agentic Al over edge network

r P Docker Container
] ! \
: ) [ Skill model repository
1 1 . {"name": 1,
| T Image on HTTP : ' Task Skill o™ {0 0.3, " 0.10, "2
= i , > q osition": { "x": 0.35, "y": 0.10, "z":
- || Camer (| ' Policy  request] 020}, ’
&) ] a 1 b > "orientation™: {"x": 1.0, "y": 0.0, "z":
| 1 1 0.0, "w": 0.0 },
» 4 " : ! "grasp": {"width": 0.04, "speed":
1 1 ! 0.05,"force": 30.0,
) 1 1 "epsilon™: { "inner": 0.005, "outer":
Task image : : 0.005 1333,
« ] {"name": 2,
ROS2 Docker Container
' 3\ 'd " \
topic:/goal_pose Skill Selector
: { Skill
Action on HTTP position: (x, y, 2), e Case 1 - Skill 1
< orientation: (x, y, z, w), < Case 2 — Skill 2 <
grasp: (width, speed, Case 3 — Skill 1 Requested skill
force, epsilon)
}

16




Implementation example : demos video (2/2)

Case 1. Rectangular Solid Grab & Drop Case 2. Cylinder grab & drop
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Next steps

* Update draft-irtf-nmrg-ai-deploy

- Include Agentic Al and their operations with distributed methods

e Submit a new I-D

- Motivation and Problem statement of Agentic Al for network management



Thanks!!

Questions to NMRG
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