
Existing Draft

ClientHello

ClientKeyShare -------->

ServerHello

ServerKeyShare

[ChangeCipherSpec]

EncryptedExtensions*

Certificate*

CertificateRequest*

CertificateVerify*

<-------- Finished

[ChangeCipherSpec]

Certificate*

CertificateVerify*

Finished -------->

Application Data <-------> Application Data
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Session Hash Draft

ClientHello

ClientKeyShare -------->

ServerHello

ServerKeyShare

{EncryptedExtensions*}

{Certificate*}

{CertificateRequest*}

{CertificateVerify*}

<-------- {Finished}

{Certificate*}

{CertificateVerify*}

{Finished} -------->

[Application Data] <-------> [Application Data]

{} Indicates messages protected using keys derived from the handshake master

secret.

[] Indicates messages protected using keys derived from the master secret.
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Hugo’s Proposal (slightly adapted, server-side only)

ClientHello

ClientKeyShare -------->

ServerHello

ServerKeyShare

{EncryptedExtensions*}

{Certificate*}

{SignedParameters*}

(CertificateRequest*)

<-------- (Finished)

(Certificate*)

(CertificateVerify*)

(Finished) -------->

[Application Data] <-------> [Application Data]

{} encrypted under g^xy

() encrypted under g^xy, g^xs (handshake key)

[] encrypted under g^xy, g^xs (application key)
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Variant of Hugo’s proposal (server side only)

ClientHello

ClientKeyShare -------->

ServerHello

ServerKeyShare

{EncryptedExtensions*}

{Certificate*}

{SignedParameters*}

{CertificateRequest*)

{CertificateVerify*}

<-------- {Finished}

{Certificate*}

{CertificateVerify*}

{Finished} -------->

[Application Data] <-------> [Application Data]

Server CertificateVerify is computed as HMAC(g^xs, transcript)

{} encrypted under the handshake master secret (g^xy)

[] encrypted under the master secret (g^xy + g^xs)
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