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RTCP Usage at the MDD

MDDs do need access to a lot of SRTCP information

- MDDs may terminate/originate RTCP reports

- MDDs may aggregate RTCP reports from multiple participants
- Etc

Conclusion: Encrypting entire RTCP packets E2E cannot be a goal.
Encrypting hop-by-hop does allow the MDD to act on RTCP as needed.
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SRTCP - E2E encryption of selected parts?

01234567890123456789012345678901

_ T

° Encr ptlng Selected parts Of an Jlr—+—+—+—+—+—+—+—+—+—+—+—+—JSr;I::;Jfr—;;;c—i;:—+—+—+—+—+—+—+—+—+—+—+—4‘r :
RTC paCketS that an MMD doeS Jlr>J::+:+:+:+:+:+:+:+:+:+:+:+:+:;;Z;z;;;Jr:+:+:+:+:+:+:+:+:+:+:+:+:t :
not need acceSS to : j_+_+_+_+_+_+_+_+_+_+_+_+_I;;(_)I;+;I;z;+1+_+_+_+_+_+_+_+_+_+_+_+_t :
o Requ”'es new procedureslchanges S S U S S|
. R |~ report block 2 ~

to eX'st'ng SRTP : J:—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—J: :

o CompleX|ty and |mp|ementatlon | e e |
. . | |v=21P| SC | PT=SDES=202 | length ||
FISk Ilkely de|ayS COm |et|0n the | t=t=t=t=t=t=t=t=d=t=t=t=t=t=t=t=t=t=i=t=t=t=d=t=t=t=t=t=t=t=t=t=1 |
more important objective of LS
enabllng E2E media Confldentlallty : J:=+=+=+=+=+=+=+=+=+=+=+=+=+=JS:Ei+iEit+=+=+=+=+=+=+=+=+=+=+=+=+=; :
|~ ~

. . T s
CO”C'USIOn: need Compelllng reason } -E-l——+—+—+—+—+—+—+—+—+—+—+—+—-IS—1§ESE—1I—1§?T—+—+—+—+—+—+—+—+—+—+—+—+—-l—<-1—
for E2E encryption of select subsets | - SRICE UKI (OPTIONAL) -
+

H

Of RTCP Info R R  E i S et S s Tt B et
[

authentication tag
I e e e e e e et e |
\ |

[1a1] +-- Encrypted Portion Authenticated Portion —----—+
dfran]n
cisco



Proposed way forward

- Perform only HBH Authentication Encryption in PERC
- Access to the RTCP plaintext enables desired MDD operation

- Recommend that confidential info not be put into RTCP packets
- Follow section 5 of RFC 7022 for generation of CNAME values

- If no confidential information appears in RTCP packets:
- Access to plaintext does not compromise private user information

- If MDD is compromised, RTCP plaintext does not make attack risk any worse

- Attacker can degrade service by discarding RTP packets regardless
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