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Pre-MODERN prototype 
	   Student	  semester	  prototype	  (Akhilesh	  Mantripragada	  &	  Abhyuday	  Polineni,	  Columbia	  Computer	  
Science)	  
	   Try	  it	  yourself:	  north.e164.space	  (currently	  hiberna'ng)	  
	   Fully	  distributed	  cloud-‐based	  system	  (currently,	  3	  servers)	  
	   Ensures	  that	  only	  one	  en'ty	  can	  access	  a	  number	  at	  one	  'me	  
◦  resolves	  simultaneous	  access	  by	  majority	  vote	  
◦  but	  assumes	  coopera've	  (non-‐Byzan'ne)	  nodes	  

	   No	  single	  point	  of	  failure	  
	   Agnos'c	  on	  per-‐number	  meta	  data	  
	   PIN-‐based	  por'ng	  model	  
◦  consumer	  gets	  or	  sets	  PIN	  via	  web	  page	  
◦  provides	  PIN	  to	  gaining	  carrier	  
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2 Components of NUM-ALLOC Node 

 
• Client: A subscriber, OCN number administrator, OCN manager or System 

administrator who wants to do some operation on the database tables 

• Request: Allot a new number or Update information in an existing number 
• Response: Operation result 
• PHP Web Server: Processes the Http requests 
• Python Daemon: Implements the Paxos Protocol protocol  
• Database Tables: numbers, users, log, node_list, ocns, area_codes and api_keys 
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Paxos	  +	  management	  
(HTTPS)	  

CRUD	  
(create,	  read,	  update,	  delete)	  



Phases 

Consensus	  
(who?)	  

Alloca'on	  
(gossip)	   Recovery	  

query	  neighbor	  for	  log	  since	  
last	  update	  (-‐	  max.	  'me	  diff.)	  



Roles (= simplified real world) 
Responsible	  for	   Can	  create	  which	  

roles?	  
Can	  allocate	  
what?	  

Can	  port	  what?	  

Subscriber	   Number	   -‐	   one	  number	   their	  number	  

OCN	  number	  administrator	  
(“carrier”)	  

OCN	   -‐	   numbers	  for	  
OCN	  

any	  number	  within	  
OCN	  

OCN	  manager	   OCN	   OCN	  administrator	   numbers	  for	  
OCN	  

any	  number	  within	  
OCN	  

System	  administrator	   any	  OCN	   OCN	  manager	   OCNs,	  area	  
codes	  

any	  number	  



Paxos for distributed consensus 
	   Collision	  (mainly)	  a	  problem	  during	  alloca'on	  of	  numbers	  
◦  assume	  that	  number	  holder	  will	  coordinate	  update	  opera'ons	  
◦  but	  could	  apply	  distributed	  consensus	  to	  updates	  as	  well	  (à	  overhead)	  

	   Any	  registrar	  can	  allocate	  any	  available	  number	  

	   Rely	  on	  quorum	  =	  N/2	  +	  1	  
◦  N	  (registrar	  count)	  is	  assumed	  to	  be	  known	  and	  rela'vely	  sta'c	  
◦  does	  not	  need	  to	  track	  minute-‐by-‐minute	  liveness	  
◦  uses	  heartbeat	  

!

! 5 

 

 

The server creates a new Paxos node for each new client request. The following phases 

apply as part of the modified paxos implementation. 

• Send Prepare messages (Proposer Role): The Paxos node tries to acquire the 

leadership for a period of time called ‘liveness window’. It hence sends prepare 

messages to all the other servers and keeps waiting for a reply from these servers. 

• Receive prepare messages (Acceptor Role): All the other servers receive the 

prepare message from the Proposer and decide whether to grant leadership or not. 

If the server has not accepted as leader any other competing node, then it accept 

the prepare message of the proposer and replied with a promise message. 

Otherwise a prepare_nack message is sent to the Proposer. 

• Receive promise messages (Proposer Role): If the number of promises received is 

greater than or equal to quorum, then this implies that for this ‘liveness window’, 

the Proposer can be the leader. After acquiring the leadership role, the Proposer 



Simplified consensus 
OCN	  16:	  “claim	  212	  939	  7042”	  

“OK	  with	  me”	  

OCN	  16:	  “I	  won	  the	  vote!”	  

A	   B	   C	   D	  



Simplified consensus 
OCN	  16:	  “claim	  212	  939	  7042”	  

“OK	  with	  me”	  

A	   B	   C	   E	  D	  

OCN	  42:	  “claim	  212	  939	  7042”	  

Sorry!	  

OCN	  16:	  “I	  won	  the	  vote!”	   gossip	  or	  direct	  



Simple porting 

registrars	  

“N	  has	  moved	  to	  carrier	  HF”	  
“port	  N	  to	  me	  –	  PIN	  1234”	  

PIN	  1234	  

N	  

prototype:	  send	  PIN	  via	  SMS	  or	  call	  (Twilio)	  



Prototype 

 

 

 

 

 

 
 

A modified implementation of Paxos to achieve Fault tolerant distributed allocation and 

management of Numbers 

 

Implementation Documentation 
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Prototype 



Number data structure 
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Numbers (type => mobile or landline, collect => allow or deny) 

 

Log (type => edit or port) 

 



Implementation 
	   Front	  end	  
◦  HTML	  5	  
◦  CSS	  3	  
◦  JavaScript/Jquery	  
◦  Twijer	  Bootstrap	  

	   Back	  end	  	  
◦  PHP	  (front	  end)	  
◦  Laravel	  (PHP	  Framework)	  	  
◦  Python	  (messaging)	  
◦  MySQL	  

APIs:	  Google	  Maps,	  Mandrill	  (email),	  Twilio	  
(SMS	  +	  voice)	  


